Customs-Trade Partnership against Terrorism

Supply Chain Security Profile
Service Provider Assessment (Warehouse)

Please answer the following questions about your company’s cargo security processes and participation
in the Customs-Trade Partnership against Terrorism (C-TPAT) program. There is space at the end of this
assessment form to provid e more detail ed answers, or feel free to use sepa rate sheets of paper. The
completed form should be returned to us no later than

YES | NO [ STATUS

1. Are you a member of the C-TPAT program?

2. If not, have you su bmitted a letter of intent to pa rticipate inthe C-TPAT
program? If yes, please attach a copy.
3. Have you submitted a supply chain security profile to Customs?

4. Has Customs signed the letter of intent and returned it to you? If yes, please
attach a copy.

5. Are you participating in the C-TPAT program as a (check all that apply)-
v Air Carrier

v’ Sea Carrier
v' Rail Carrier

v" Air Freight Consolidator

v' Ocean Transportation Intermediary — Forwarder/NVOCC
v  Tru cker

v' Cu stoms Broker

v' U.S. Marine Port Authority/Terminal Operator

v Wa rehouse Operator

v Other — Please Specify:

Physical Security
6. Are your buildings constructed of m aterials th at re sist unlawful entry and
protect against outside intrusion?
7. Are gates throu gh which vehi cles and/or pe rsonnel e nter or exit mann ed
and/or monitored?
8. Are parking lots and other exterior areas enclosed by fencing?

9. s there lighting insi de and outside each facilit vy, includi ng entrances and
exits, cargo handling and storage areas, fence lines and parking areas?

10. Do private pa ssenger vehicle s park in o r adjacent to ca rgo handling and
storage areas?

11. Within the cargo facility, is fencing used to segregate domestic, international,
high value, and hazardous cargo?
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12.

Are lo cking d evices used to se cure external and internal doors, wind ows,
gates and fences?

13.

Do m anagement or se curity personnel control the issuance of locks, keys,
passwords, pass cards, and similar access devices?

14.

Are alarm systems and/or video  surveillance cameras ut ilized to monitor
premises and preve nt un authorized access to cargo handling and storage
areas?

15.

Do private passenger vehicles park in or adjacent to cargo handling, truck or
container parking areas?

16.

Do you h ave a procedure for notifying Customs or local law e nforcement of
shippers and /or cargo wit h “irregular profiles” a s t hat term is defined by
Customs?

Access Controls

17.

Do you h ave written p rocedures to p revent unauth orized a ccess to your
facilities?

18.

Do you hav e identificati on pro cedures for alle mployees, visitors and
vendors?

19.

Are visitors and vendors issued temporary identification and escorted while
in your facilities?

20.

Is there a screening procedure for non-cargo packages and mail?

21.

Is e mployee acce ss restricted to areas needed for p erformance of dutie s
only?

22.

Is there a pro cedure for che cking all drive rs and vehi cles ente ring a nd
departing your facilities?

23.

Do you hav e procedu res to challenge un authorized/unidentified pe rsons
and, if warranted, to report problems to local law enforcement officials?

Personnel Security

The following procedures must be followed in accordance with local laws
and regulations.

24.

Do yo u cond uct p re-employment scre ening and/or ba ckground ch ecks on
prospective employees?

25.

Do you verify the information provided by job applicants?

26.

Are current employees periodically re-checked?

27.

Do you have an internal written code of conduct?

28.

Do you have procedures to report and manage issues related to personnel
security?

29.

Is th ere a procedure for removing identification, facility and system acce ss
for terminated employees?

30.

Doyou maintain a current, pe rmanent e mployee list which in cludes th e
name, date of birth, natio nal identification, social se curity number (or other
identifier at foreign facilities), and position held?

31.

Do you have a written policy that employees cooperate fully with Customs in
implementing C-TPAT and other security programs?

Employee Education and Awareness

32.

Doyo u h ave a security aware ness programto educate employees to
recognize int ernal conspiracies, maint ain ca rgo int egrity, prote ct acce ss
controls, and to identify and address security issues?
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33.

Are em ployees mad e aware of company p rocedures re garding id entifying
and reporting questionable situations?

34.

Does your security aware ness program encourage and reward employees
for active participation in security programs?

35.

Are e mployees i n th e shi pping a nd re ceiving area s, a s well a s tho se
receiving and ope ning non-cargo packages and mail, trained in safety and
security procedures?

Documentation Security

36.

Do your security procedures ensure the accuracy a nd com pleteness of all
information related to cargo and documentation?

37.

Do the se procedures p rotect against the exch ange, loss o r introdu ction of
erroneous information?

38.

Do you record, report and investigate shortages and overages?

39.

Do you track the movement of incoming and outgoing cargo?

40.

Do you safeguard access to your computer systems and information?

41.

Do yo u have written procedures regarding pa ssword se curity, logging off
unattended terminals, and similar system access controls?

42.

Are you ABI, AES and AMS certified?

43.

Is the re a written p olicy rega rding un authorized, im proper u se of the
computer system, inclu ding tampe ring with, altering orremo  ving data
pertaining to cargo, customers and/or company proprietary data?

Verification

44,

Has Customs conducted a verification of the security procedures identified in
your supply chain security profile?

45.

Are the specific pro cedures id entified in your supply chain security profile
maintained in a verifiable format?

Conveyance and Procedural Security

46.

Do you h ave se curity proce dures to prote ct aga inst the intro duction of
unauthorized perso nnel and m aterial into contain ers, ve hicles and you r
facilities?

47.

Do yo ur procedures provide for r eporting the discovery of unmanifested
materials or signs of tampering to management and, if wa rranted, local law
enforcement officials?

48.

Do your security procedu res provide for the physical search of containers,
including f ront wall, left side, right side, floor, ceiling/roof, in side/outside
doors, and outside/undercarriage?

49.

Do you verify the pre sence of seals on containers and verify the actual seal
number(s) with the seal number(s) recorded on the shipment documents?

50.

Do you have a procedure for reporting compromised seals?

51.

Is the loading and unloading of cargo supervised by company employees?

52.

Do yo u reconcile the weights, labels, marks an d piece counts indicated on
documents to the actual cargo being unloaded/loaded?

53.

Do you h ave a written procedure for detecting and reporting discrepancies,
including shortages and overages?

54.

Do you se gregate high -value and/o r dang erous cargo in on e or more
separate areas within the warehouse or storage yard?
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55. Are containers and trucks parked in a secure area, and locked or monitored
to prevent unauthorized access?

Participation in Other Customs Industry Partnership Programs

56. Are you a participant in (check only those that apply to your company):

v Super Carrier Initiative

v' The Carrier Initiative Program (CIP)

v' The Business Anti-Smuggling Coalition (BASC)

v' The Free and Secure Trade (FAST) Program

Service Provider Security

57. Do you hav e written sta ndards for y our service provide rs’ physical an d
procedural security?

58. Do you have written internal controls for the selection of service providers?

59. Have you requested information from your service providers regarding their
participation in the following Customs Industry Partnership Programs (check
only those which apply:

v" The Customs-Trade Partnership Against Terrorism

The Carrier Initiative Program (CIP)

The Super Carrier Initiative Program (SCIP)

The Business Anti-Smuggling Coalition (BASC)

AN ERNERNERN

The Free and Secure Trade (FAST) Program

I.T. Security

60. Do yo u have written procedures regarding pa ssword se curity, logging off
unattended terminals, and similar system access controls?

61. Do you have security in place to limit access to your computer system to only
authorized users?

62. Do your security procedures require authorized users to re gularly change
their passwords?

63. Does your system have firewalls?

64. Do you have anti-spam, anti-pop-up and anti-virus software installed on your
computer system? Is it regularly updated?

65. Isyou r computer sy stem regularly backed -up and th e b ack-up medi a
maintained off-site?

Security Plans

66. What changes do you plan to make to improve security?

67. Do you periodically and without notice conduct verifications of your security
procedures?

Additional Information:
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| hereby certify that the information given by me on behalf of my company in completing this assessment
is true and correct to the be st of my knowledge. Should significant changes occur in our program, we will
promptly provide you with written notification about those changes.

Company Name: Date Prepared:
Address:

Prepared By: Title:

Signature
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